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Topics

History of Wi-FI security

Five Tenets of WLAN security
Real-world caveats of Wi-FI security
WPA3

Challenges and Future of WLAN security



802.11 security standards and certifications

Legacy

Pre-802.11i

Post-802.11.i

Post-802.11i

Post-802.11i

WPA.-
Personal

WPA-
Enterprise

WPA-2
Personal

WPA-2
Enterprise
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Five tenets of WLAN security

'thentlcatlon Authorization and

'f'- +

: Accou nting (AAA)
Data Privacy and Integrity
‘Segmentation (Access Control)

Monitoring
Policy

ZZZZZZZZZZZZ
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Wi-Fi security and the OSI model

7 Application = OSI Model

6 Presentation = Remember that Wi-Fi operates at Layer 1

and the MAC sublayer of Layer 2
5 Session

4 Transport = Robust Security Network (RSN) security
mechanisms operate at the MAC sublayer

3 Network

2 Data Link 4= /| AN Security

1 Physical




AAA

= Authentication: Validate user/device identity
= Authorization: Authorize user/device identity
= Accounting: Paper trall

= WI-FI Is a wireless portal into corporate networks
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Validating identity is important!

David Coleman
= Wi-Fi Geek
= Born February 1960

PASSPORT

David Coleman Headley

e

L | R
o L
e

i | = Convicted terrorist

= Born June 1960
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Authentication — 802.1 X/EAP

EAP EAP
Root CA cert g
Server cert
7l dE B
CLIENT AP RADIUS LDAP

802.1X: Port based access control Extensible Authentication Protocol

Authorization Framework (EAP)
Supplicant Server certificate and Root CA
Authenticator certificate
Authentication Server Tunneled authentication using
SSL/TLS

Integrates with LDAP 10
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Encryption

' .: Encapsulated inside the frame
___________________ ! body of an 802.11 data frame
LLC & Layers 3 -7 : IS an upper-layer payload

! called the MAC service data
unit (MSDU).

N The MSDU contains data from
the Logical Link Control (LLC)
and layers 3—7.

\

\

MAC Header 1
\

When encryption is enabled,
the MSDU payload within an
802.11 data frame is
encrypted.

Encrypted Frame Body

222222222222
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Presenter
Presentation Notes
The 802.11-2016 standard defines four encryption methods that operate at layer 2 of the OSI model: WEP, TKIP, CCMP, and GCMP. 


WEP and TKIP are no longer allowed.


I
Dynamic Key Encryption Generation

There is a symbiotic relationship between PSK/802.1X authentication and the
generation of dynamic encryption keys.

An outstanding by-product of 802.1X/EAP can be the generation and distribution
of dynamic encryption keys.

Dynamic encryption keys can also be generated as a by-product of PSK
authentication.

Encryption and authentication are tied to each other in a Robust Secure
Network Association (RSNA).

12



4-Way Handshake

Supplicant Authenticator
' Master Keys: PMK and GMK
Temporal Keys: PTK and GTK 4%
| PMK | PMK |' GMK
a) PMK is known a) PMK is known
b) Generate SNonce b) Generate ANonce

Message 1: EAPOL-Key (ANonce, Unicast)

l

Derive PTK

)
PTK | Message 2: EAPOL-Key (SNonce, Unicast, MIC)
g )

Derive PTK | PTK

If needed

Tr Encrypted GTK Generate GTK
Message 3: EAPOL-Key (Install PTK, Unicast, MIC, r GTK
Encrypted GTK)

Message 4: EAPOL-Key (Unicast, MIC)

Ll

Install PTK and GTK Install PTK
|

) )
| r IEEE 802.1X Controlled Port |
PTK  GTK Unblocked PTK

EAP protocols that utilize mutual
authentication provide “seeding material”
that can be used to generate encryption
keys dynamically.

To create the pairwise transient key (PTK),
the 4-Way Handshake uses a
pseudo-random function that combines the

following:

Pairwise Master Key (PMK)

Numerical authenticator nonce

Numeral supplicant nonce

Authenticator’'s MAC address(AA)
Supplicant’'s MAC address (SPA) 13



Presenter
Presentation Notes
EAP protocols that utilize mutual authentication provide “seeding material” that can be used to generate encryption keys dynamically.
Mutual authentication is required to generate unique dynamic encryption keys. 


The following is a simplified depiction of the formula used by the pseudo‐random function (PRF) to derive a pairwise transient key: 


PTK = PRF (PMK + ANonce + SNonce + AA + SPA)�



Role -based access control (RBAC)

VLAN 10
firewall-policy-A
bandwidth: unlimited

VLAN 20
firewall-policy-B
bandwidth: 4 Mbps

VLAN 30
firewall-policy-C
bandwidth: 2 Mbps
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AP

—)

SSID: Corp-Wi-Fi
Role-A:

VLAN 10
firewall-policy-A
bandwidth: unlimited

Role-B:

VLAN 20
firewall-policy-B
bandwidth: 4 Mbps

Role-C:

VLAN 30
firewall-policy-C
bandwidth: 2 Mbps

RADIUS

If AD group = sales,
then send AVP = Role-A

If AD group = marketing,
then send AVP = Role-B

If AD group = finance,
then send AVP = Role-C

LDAP

n—

Active Directory groups:
sales
marketing

finance 14




Monitoring - WIPS

Scope: L Marketing &P [b.] Q Time Range: [9/17/07 517 P v |to [a18/07 817 PM v

-f“lf;:f:::: = [ “‘M““‘““‘] = Very often, the WLAN
| vendors’ WIPS solution

< 2|
Summary | Device Info | Threat Analysis | Association ﬂlnalfsls Traffic Analysis | Signal Analysis | Location Analysis| WaS j u St e n O u g h to . C h e C k-
Threat Analysis TX Traffic .
T A e T S TR a-box” In are gue st-for-
Categories Criticalities Threat Level . Destinations Top 5 Rates
= /”"“\ proposal (RFP).
Sognal Strength ". 54 Mbps
rll 1 Mbps
f 43 Mbps
6 Mbps

P -TIJ’:S;l } " Sadly, In many cases,
WIPS security iIs now just
B sTa3 abg]

v, Rates: 11 Mbps, 12 Mbps, 13 Mbp
Channels Used: 6 1 Mbps
Encwptnn Mone Static WEP, TEIP,Un -.
an after-thought.
® 172.17.0.12 [abs 54r~1bps

[ Association Analysis _./' \‘ _-f/ 24 Meps

Top 5 Associations
[ Mathan D820 b

-ﬁuthenttahun Hane, Open, Lnknown Types

48 Mbps

Extreme AirDefense: https://www.extremenetworks.com/extreme-networks-blog/extreme-networks-
wireless-security-jewel-airdefense/ 15



Presenter
Presentation Notes
AirDefense continuously safeguards the network from external threats 24x7x365 and automates action (mitigation, notification & information gathering) when attacks occur, enabling an immediate response. It also enables compliance with regulations such as PCI-DSS, Sarbanes-Oxley, HIPAA, and GLBA. AirDefense continues to lead the industry with a library of over 230 threat detection signatures. Wireless events are, by their nature, transient. This presents an enormous problem for administrators researching security and performance issues. Without granular historical records of activity, research is virtually impossible. AirDefense Forensic Analysis provides administrators with the ability to rewind and review detailed records of wireless activity that can assist in forensic investigations or network performance troubleshooting. Administrators can view the activity of a suspect device for a period of months in minute-by-minute detail if needed. The number of device statistics stored for each wireless device is over 300 data points per connection per device per minute. Automated forensic analysis of these data points provides visibility into devices and a more accurate assessment of wireless threats, including anomalies and day-zero attacks.

Air Defense has also been a leader in behavioral analysis to recognize any patterns that deviate from regular WLAN activity. Behavioral analysis identifies abnormal network behavior based on historical metrics. Anomalies are found, even though other intrusion detection techniques would not necessarily discover them. In 2019, we added support for 802.11ax and WPA3 related security signatures.
 


https://www.extremenetworks.com/extreme-networks-blog/extreme-networks-wireless-security-jewel-airdefense/

.
Policy PASSWORDS 5™ s

U 80 g v ok S EINANCIAL ——
2 OMNTVBACKIR RIS o

ULNERABILITY ™

General policy MSEBURITY”""“AUDITDISAS[%SEH::EFETEY mmmunnnmunu:m

Statement of Authority Al‘"]I_I_UFI:I{FISEWJ!lll COMPUTER ACCESS PLAGE || LUV E ) s PRAETIBES LLLLL
Audience cn M PLIAN c EmIEIIu}g,E!NGSMM

Violation reporting procedures _mwmu et BUSINESS 2 s = M o X
Risk assessment & threat analysis o N
Security auditing

: : Human beings are always the weakest link
Functional policy

Baseline practices
Monitoring and response
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Policy — Penetration Testing

O

www.wifipineapple.com

A popular WLAN auditing tool

IS WIi-FI Pineapple from Hak5.

WiI-FI Pineapple consists of
custom, purpose-built
hardware and software,
enabling its users to quickly
and easily deploy advanced
attacks using an intuitive web
Interface.

17



http://www.wifipineapple.com/
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Real-World Caveats — 802.1X — Server certificate

AAA Certificate Services
| Fool cortfente authority

o] Expro S ocemer 31 202 3599 u P s T 802.1X requires a server cert
~ Kind Expiros Harychain Slgned by a CA

HaTmin
Lo Erirust Hoot Cestdoation Authonty - LT Crtinnais Lieo 18, S0, MBbEE AN Sywiem Hoots
[Z] Entrust Aoat Certfication Authority - G2 certdicats Doc 7, 2030, 9:58:84 AM  Syslem Aoots
[ Entrust.ned Centification Autharity (2048) cartdficate Dec 24, 2018, 10:20:51 AWM Sysiem Aoots
o) Erirust.net Conification Autbarity (2048) carbicie Jul 3a, 2020, T151Z AWM Sywlem Fosts
L aPK] Roct Carliication Aulhority e D aw Dec 19, 2034, 6:31:27 PM  Syweiem Aoots . .
[F] Fedornl Gommon Policy GA CRTECaT 8 Dec 1, 2030, B45:27 AM  Syslem Roots T h I m p I m th d I t p r h
Lo GeoTrust Gicbal CA caettsoabe May 20, 2022, 8000700 P Sywilem Hoots e S e e O S O u C aS e a
[ GeoTrust Primary Cerlification Authority certdicats Jul TE, 20086, £:89:55 PM Sysiem Aoots L ol
J—
— el nopasimipmoliomiii I o teslon s nemie e msslioan server certificate from a trusted root
G GeoTrust Primary Cerification Authority - 63 certficale Dec 1, 2037, 3:50:50 P Syslem Aocts
Giobal Chambersign Foot caerfcale Sep 30, 2037, B14:18 AM  System FAoots C t f t A th t CA h
Ll
[ Ghobel Crasmbarsign Rocd - 2008 (= S are Jul 31, 2038, 5:37:40 AWM Bywiem Roots er I ICa e u Orl y SUC aS
[C] GiobatSign CortAcala Mar 18, 2029, 3:00:00 AM  System Floots
[E] Giobasign cestdicate Jan 18, 2038, 7:14:07 PM  System Aoots G D d dy (WWW q d d dv r r l)
G GhobatSign certdcats Jan 18, 3038, T:14:07 PM  Sysinm Fooks O a’ el O a » A CO Or
5 GiobaiSign certificate Dec 15, 2021, 12:00:00 AM Syslem Foots - - = =
£ Seovo e e ssocon oo Verisign (www.verisign.com)
Ld G Diily Cogess 2 Cantification Aulhoriy = et =] Wian T, 3034, 100620 AM  Syelem Fogts -
L

G Daddy Rogd Conilicabe Authesity - G CEFL S Do 31, 2037, 15000 PM Gyslem Aosts |
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http://www.godaddy.com/
http://www.verisign.com/
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Real-World Caveats — 802.1X

The major trusted Certificate
AAR Garticate Sarvces Authorities pay a lot of many to

T | Poot certfente authority
| - | Expires; Sunday, Decernber 31, 2028 at 3-58:58 PM Poacific Standard Time

oo have their public root certificates
s . P—— . accessible within the various

[Z] Entrust Aoat Certfication Authority - G2 certdficate Dec ¥, 2030, 8:58:54 AM  Sysiem Aoots

[ Entrust.ned Centification Autharity (2048) cartdficate Dec 24, 2018, 10:20:51 AWM Sysiem Aoots O e rati n S Ste m S
o) Erirust.net Conification Autbarity (2048) carbicie Jul 3a, 2020, T151Z AWM Sywlem Fosts p g y .
| #PKl Ract Carlificalion Auiharily [= e Dac 19, 2034, 63127 PM  Sywlem Roots

[[] Fadarml Common Policy GA [ EET Y Dec 1, 2030, B:45:27 AM  Sysiem Rools

Lo GeoTrust Gicbal CA (ol g 8t 1] May 20, 2022, 00000 PM Sysiem Rooks

L=l GaoTrust Primary Corlification Authority cestsonts Jul 1B, 20046, £:589:55 PM Sysiem Hooks

5] GeoTrust Primary Cerification Authority - G2 certificabe Jﬂ.::- IQ;;E:I:.H 33;95:5!:"::! Sysiem Aoots T h e m ai n advantag e Of p u rC h aSi n g

G GeoTrust Primary Cerification Authority - 63 certficale Syslem Aoois
Lo Geobad Chasmbarsign Food = et Sap 30, 2037, 1418 AM  Sywlem Foots

B oo ibain ot - 0 cutions 43209053040 AN Sy oot a server certificate from a trusted
|} GhobaEGign Caertdoan Mar 18, 3028, 3:00:00 AM  Syslem Roots

N r e i e e CA Is that there 1s no need to

5 GiobaiSign certificate Dec 15, 2021, 12:00:00 AM Syslem Foots

e i P A i AN e e distribute and install root
certificates on WLAN clients

because they already are there.
ISO/ACADEMY 19
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Real-World Caveats — 802.1X

AAA Certificate Services
Root cartfcnle nuthority

E

2 This cerilicaie s walid

Hamo

Errirust Hoot Cesbisoation Authonty - LT
Ertrust Aoot Cestfication Authoeity - G2
Ervirust.ned Carification Autharity (2048
Ervirust nal Camification Aulbamty [(2048)

aF Kl Rool Carlifcation Autharily

Fudornl Gommon Policy GA

oo Trust Giobal CA

Gso Trust Primary Certification Authority
GeaTrust Primsery Cortification Authorily - G2
GeaTrust Prirmasary Cortification Authoarily - G3
Giobal Chmbarsign Foo

Faobal Chambersign Roct - 2008

GiobatSign

GrobatSign

FobatSign

EobaSign

GlobaiSign Roct CA

G0 Dty Chpss 2 Canifcation Authorly

o Daddy Rogl Cartilicaba Authosity - (&2

EOOl

| ¢

EDEDEEEEEEEEE

-
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A Kind
=l gioiat ]

cerbdcate
certdicabe
curbbicule
= =]
et bl
castdenabe
cesrtlioate
cerbficaie
carbhoale
cadt A gl
(= L= ]
caetdaala
cestdanabe
cerbscate
certbcate
carbliale
= =11
[ s AT

Expires; Sunday, Decernber 31, 2028 at 3-58:58 PM Poacific Standard Time

Expings
oo 18, 2U4F, £ BbI5H AR

Doc 7, 2030, 8:58:84 AM
Doc 24, 2018, 10:20:51 AM
Jul 24, 2028, T:15:112 AM
Dec 18, 2004, 83127 PM
Dec 1, 3030, 84527 AM
May 30, 2022, 5000700 PM
Jull 1B, 2008, £:53:50 PM
Jan 18, 2038, 3:56:589 PM
Dec 1, 2037, 2:58:52 PM
Sep F, 2037, 14118 AM
Jil 31, 2038, 5:37:40 AM
Mar 18, 2028, 3:00:00 AM
Jan 18, 2038, 721407 PM
Jan 18, 2038, T14:07 PM
Dac 15, 20217, 12:00000 Ak
Jan 28, 2028, 4:00:00 AM
den 30, 3034, 10:06:20 AM
Daog 31, 3037, 15050 PM

HayChain
Hysiem Hoots

Systemn Aoots
Sy=lem Aoots
SyElem Fooats
Symiam Roots
Eysiem Roots
Syuiem Hoots
Syelem Aooks
Syslem Aoots
Syslem Aoois
Sywlam Foots
Sysiem Foots
Sysiam Aoots
Sysiem Honts
System Aoots
Syslam Aoots
Sylem Aoats
SyElem Fosts
Sysiem Foots

The downside of using a public CA
with 802.1X/EAP is that an attacker
can possibly perform a man-in-the
middle attack.

An attacker can use a rogue AP
along with rogue RADUS server
and a server certificate that was
also created from the same public
CA.

20
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Real-World Caveats — 802.1X

o AAhk Certificate Services

7 Rt N This attack is complex and has
. many moving parts.

i A~ Kind Expiros Haychain
Lo Emirust Hoot Cesbioahion Authonty - ELCT Crtasnaris Lleo T8, 0L, /hbhI3H AN Sysiem Hoots
[Z] Entrust Acat Certfication Authority - G2 oertalficabe Dac 7, 2030, 9:58:84 AM  Syslern Aoots
[ Entrust.ned Centification Autharity (2048) cartilficats Dec 24, 2018, 10:20:51 AW Sysiem Aoots
o) Errust.net Conificatian Autbarity (2048 = et ) Jil a4, 2020, TS AWM Syslem Foats .
[ #PKI Root Certiication Authorty Cat Sazhle Dec 19, 2034, B:31:27 PM  Syslem Roots B t b th h f t t
[[] Fadaml Common Policy GA [ ST Dac 1, 2030, B:45:27 AM  Gyslem Aoots u ecau Se e C al n O ru S
| o CGeoTrust Giobal CA Caerttanmhe Moy 20, 2022, 000000 PFM Sysiem Hoobs . .
3 GeoTust Primmy Cortication Autorty  corthonts X816, 2008, 43950 PM  Systam Pots mig ht be com prom Ised, most
5] GeoTrust Primary Certification Authority - (2 cestificate Jan 18, 3038, 3.50:89 PR Sysiem Aooks
G GeoTrusl Prirmary Cortification Authority - B3 certhcale D 1, 2007, 35050 P Syslem Aogts - . .
— v G s o i AR i organizations instead choose to
[ Global Chambersign Roct - 2008 cartilcate Jul 31, 2038, 5:31:40 AM  System Roote . . .
[ Ginbatign CortAcatn Mar 18, 2079, 2:00:00 AM  Sysiem Aoots t I I t f t d b
L Eobafgn Cdrtdanarhs Jan 18, 2038, 71407 PM Sysiem Hoots InS a a Server Cer I Ica e Slgne y
5 GobatSign =L ] Jan 18, 2338, T14:07 PR Sysiem Aooks .
5 GeobatSign certificate Dac 15, 2021, 12:00:00 AM Sysiem FHooks an Internal CA On the RADI US
|5 GobakSign Foot CA cartlisals Jan 28, 2028, 4:00:00 AM  Sysiam Aoots
Ld G Diily Cogess 2 Canification Aulhoriy = e =] Jgn IR, 3034, 100620 AM  Syslem Fogts
LJ G Daddy Rogd Carilicat Authoeity - G2 (= S ] Dog 31, 3037, 150580 PM Sysiem Aogts | Se rve r »
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Real-World Caveats — 802.1X

X The other option is to create a server

T A certificate signed by an internal private CA
Tunid oo o At such as Microsoft Certificate Services.
] addTrust External CA Root #

EA shisb-LABZAD2012-CA
[] Baltimore CyberTrust Roat

Clovcet et mrastcn Much like a public CA, a private CA

0 bocatrgh s e - establishes an internal company trust chain
obcatonsbefore e | using separate certificates for the root and the
Cmmmmmemmm——— servers.
et —
Clokees s it oy B Many companies choose this method

because they prefer to keep all the security
I In-house.
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Real-World Caveats — 802.1X

X There must be a means in which to distribute
T A and install the root certificate to all of the

Trusied Foat Coerbfls o Al WLAN Supplicants.

] addTrust External CA Root #

[ shisb-LABZAD2012-CA
[] Baltimore CyberTrust Roat

e For example, the root certificate must be

] bgcert i Asranc v ook 5 installed in the Trusted Root Certification
obatorsbefore comectng | Authorities Store of a Windows machine.
Starsd pumed L S > | Omlgre.. Installing the root certificate onto Windows
Hi demaen e laptops can be easily automated using a

group policy object (GPO).
Co ] one

23
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Real-World Caveats — 802.1X

A However, a GPO cannot be used for MacOS,
T A iIOS, or Android mobile devices, or for
i ol A personal Windows BYOD device that are not
R ity : joined to the AD domain.

[] Baltimore CyberTrust Roat

[[] Class 3 Public Primary Certification Autharity
[] oageCert Assured ID Root CA

[] oxgiCart Globai Rioot CA

] Dt rce €4 R v Manually installing certificates on mobile

€ >

obfcatorsbefore corectog | devices and employee-owned devices is an
| | administrative nightmare.

el Authenbeabon Method:

Sapured pasayecrd [EAPMSOHAP vT) v Configure...
CISANEE et ok it p 10 For this reason, mobile device management
(MDM) solutions are often deployed.
o ]/ cone

24
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Real-World Caveats — 802.1X

Protected EAP Properties

When commecing:

b] Werify the server's idenbity by validating the cerBificate

Trusied Root Certficabon Aubhoribes:

] addTrust External CA Root -"-

1 ahdab-LABZAD2012-CA

[] Baltimore CyberTrust Roat

[[] Class 3 Public Primary Certification Autharity
[] oageCert Assured ID Root CA

[[] oigiCert Global Root CA

[[] ougiCert High Assurance EV Root CA -

€ >

Motfications before comecing:

Tl user if e server name of root cerbificats Bn't specifed

el Authenbeabon Method:

Sanred passveand (EAPMMSOHAP v7) w Configure...

[ Enable Fast Reconnect
[(] bisconnect if server does not present orypiobinding TLY
[ Enable Identty Privacy

o] o

Instead of a full-blown MDM solution, another
option is a self-service device onboarding
solution.

Several WLAN vendors offer self-service
solutions so employees can easily self-install
security credentials such as an 802.1X /EAP
root CA certificate.

Third-party self-service onboarding solutions
such as SecureW2 (www.securew2.com) are
also available.

25


http://www.securew2.com/

g
Real-World Caveats — 802.1X

Srnar] Carel o other Cortificae Properssq éﬂ

[ Most secure 802.1X protocol is EAP-TLS
et which make use of client-side certificates.

ot ottt e | A client certificate is an entirely different

animal within a PKI infrastructure.

. Distribution of client certificates adds a
whole new layer of complexity

26



Real World Caveats — static PSK

8-63 character shared passphrase

Never intended for use In the enterprise

Often used for BYOD, Guest Access
and loT devices In the enterprise

PSK = passphrasel23!

Susceptible to offline dictionary attacks

Wi-Fi Alliance recommends 20 strong Ijl ?
characters or more = PSK = passphrase123!

Biggest weakness is that the PSK
credential Is “static”

27


Presenter
Presentation Notes
The risks involved with WPA/WPA2-Personal are basically twofold: 
Network resources can be placed at risk
Encryption keys can be duplicated.

WPA/WPA2-Personal uses the weak PSK authentication method that is vulnerable to an offline brute-force dictionary attack.
WLAN auditing software such as coWPAtty and Aircrack-ng can be used for malicious purposes to obtain weak passphrases using an offline brute-force dictionary attack. 
If the passphrase is compromised, you can access the WLAN and you can decrypt the traffic



Private PreShared Key (PPSK)

I
= \”@
Userl _L ] SSID: Corp-Wi-Fi AP

E passphrase: *#&-334!@dfg

o SSID: Corp-Wi-Fi
User 2 SSID: Corp-Wi-Fi Authentication: Private PSK
passphrase: 99iK3-%%3jkl ~ «—— % ppgkK1: *#&-3341@dfg
. 1K 2-0/40/72i
SSID: Corp-Wi-Fi PPSK2: 991K3-%%3kl

passphrase: uu&&$tY39Df PPSK3: uu&&$tY39Df

User 3

All users and devices have unique credentials

If a user leaves or device is lost, the PPSK credential Is
simply changed for that one user or device

222222222222
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I
Private PreShared Key (PPSK)

' - - ' Privat
Multiple p_er user and_per device Commar: D <8HOB68)7%O!
PSKs assigned to a single SSID Vanual
Coleman-  pg” QI 9655:>-IQCI29#_[PK
Easy to deploy iactook Morun
i SR Psk. . WPf004[WTJe188'%)BE
No need for PKI, certificates or Manual
RADIUS servers Coleman - EE‘E: Vns938#)?eiB396:_&Jh
Can be time-based credentials Coeman: £ bDX635?;PUSI0T_\KD
Manual
Solves the “static” PSK problem Colomen: et fUx564.5)QhJ6ES0I"_an

¥ ETaThe-1]

222222222222
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Private PreShared Key (PPSK) — Use Cases

loT Devices: Provide unique and secure
credentials for lIoT devices. Many loT
devices and/or devices only support
WPAZ2 Personal (PSK)

BYOD: Onboarding personal and/or @ o

company issued mobile devices with
unigue and secure credentials

0o

00

Guest Access: Provide guest users with |
30

unique and secure credentials
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Real-World Caveats — Hotspot Wi-Fi Access

The bad guys are lurking at public
access Wi-Fi hotspots

Corporate Guest SSID are using open
and unsecure

Growing trend to provide encrypted
guest access

31



Encrypted Hotspot Security— Passpoint devices

Passpoint APs e

(Embedded ANQP server) DHCP/NAT/Firewall [ ,4 T 5
l - \'
I
Passpoint i
client

= Another growing trend with public access networks is the use of 802.1X/EAP
with Hotspot 2.0.

= Hotspot 2.0 is a Wi-Fi Alliance technical specification that is supported by the
Passpoint certification program.

= Implementation is USA hotspots is sporadic and requires client-side support

32




Encrypted Guest access — Enterprise

FINISHED

START OVEF

i Remaining: 58 seconds

= PPSK credentials have
gained popularity for private
company guest access

* Provides unigue security
credentials and encrypted
guest access

» Value-added security for
guest WI-FI users

= Another option is OWE

33
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Real-World Caveats: Corporate Guest Access

Guest user traffic -

should always be e sene PERMIT

segmented from " i i PERMIT

employee user traffic. = ™ 10.0.0.0/255.0.0.0 Any DENY
Any 172.16.0.0/255.240.0.0 Any DENY
Any 192.168.0.0/255.255.0.0  Any DENY
Any Any Any PERMIT

= Guest SSID: Wireless guest users should always connect to a separate guest SSID because it will have
different security policies than a corporate or employee SSID.

= Guest VLAN: Guest user traffic should be segmented into a unique VLAN tied to an IP subnet that does not
mix with the employee user VLANS.

= Captive Web Portal: A captive web portal can be used to accept guest login credentials. More importantly, the
captive web portal should have a legal disclaimer.

= Guest Firewall Policy: An ingress guest firewall policy is the most important component of WLAN guest 5,
management.
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WPA History

Security Enhancements have typically taken a reactive approach:
WEP — first exploits 2001

WPA (2003)
attempted to bridge security gap from WEP to 802.11.i
2008 — Beck-Tews attacks shows vulnerabilities in TKIP (compromises confidentiality)
WPA-PSK brute force attacks (compromises network access and confidentiality)
WPAZ2 (2004) - IS NOT BROKE
Integrated security enhancements from 802.11i (added AES)
WPA2-PSK: brute force attacks still exist
Still maintains a TKIP only mode of operation
Inconsistent cryptography strength (SHA-1 <80 bits of security)
WPA3 (2018)
Disallows WEP & TKIP protocols
Requires the use of Protected Management Frames

Replaces PSK with SAE (Simultaneous Authentication of Equals) e



WPAS3 Enterprise

802.1X security has not changed WPAB@

<,
Disallows WEP & TKIP protocols ‘Lian®
Requires the use of Protected Management Frames

Optional Suite B Security certification, provides greater security

Based on U.S. Government cryptographic tools for sensitive networks
192-bit Security suite of protocols includes:

AES-GCM-256 for authenticated encryption

HMAC-SHA384 for key derivation and key confirmation

ECDHE and ECDSA using a 384-bit elliptic curve

RSA key lengths of 3k-bits or greater

BIP-GMAC-256 for robust management frame protection
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Presentation Notes
WPA2-Enterprise offers a lot of options, not all combinations are secure:
Diffie-Hellmann or RSA key exchange
RSA: 1k or 2k keys
Different TLS versions possible
WPA3-Enterprise with 192-bit mode: 192-bit mode enforces EAP-TLS, 256 bit encryption and SHA384
RSA keys > 3K or elliptic curve P-384
Quantum resistant
EAP server enforces policy via RADIUS attributes
4-Way Handshake uses SHA384 with 192-bit AKM 



WPA3 Personal

A
weas(E)
N, L

: A <2
= Disallows WEP & TKIP protocols Liaw

= Requires the use of Protected Management Frames

= Replaces PSK with Simultaneous Authentication of Equals (SAE)

® Password is never shared during the key exchange protocol
 Uses ‘Zero knowledge proof’
® Resistant to dictionary attacks, you only get to guess the password once
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SAE

Select passphrase Select passphrase

s

SAE commit

SAE commit

SAE confirm

SAE confirm
—

WPA3 Personal replacement
for PSK authentication

Secure Authentication of
Equals (SAE)

SAE is a variant of Dragonfly,
a password authentication key
exchange based on a zero-
knowledge proof 38
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Presentation Notes
WPA3-Personal is based on Simultaneous Authentication of Equals (SAE), defined in Institute of Electrical and Electronics Engineers (IEEE) Std 802.11-2016. SAE uses a Dragonfly handshake defined in the Internet Engineering Task Force (IETF) RFC 7664 specification and applies it to a Wi-Fi network for password-based authentication. The Wi‐Fi Alliance WPA3 Specification defines additional requirements for devices operating in SAE modes. SAE is a key exchange protocol that authenticates two peers using only a password, resulting in a shared secret between the two peers that can be used for secret communication while exchanging data over a public network. It provides a secure alternative to using certificates or when a centralized authority is not available. 



SAE

Select passphrase

s

SAE commit

SAE commit

SAE confirm

SAE confirm
_—— >

Select passphrase

—"= Prove you know the

credentials without
compromising the
credentials

= No forging, modification or
replay attacks

* No offline dictionary attacks
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Presentation Notes
WPA3-Personal is based on Simultaneous Authentication of Equals (SAE), defined in Institute of Electrical and Electronics Engineers (IEEE) Std 802.11-2016. SAE uses a Dragonfly handshake defined in the Internet Engineering Task Force (IETF) RFC 7664 specification and applies it to a Wi-Fi network for password-based authentication. The Wi‐Fi Alliance WPA3 Specification defines additional requirements for devices operating in SAE modes. SAE is a key exchange protocol that authenticates two peers using only a password, resulting in a shared secret between the two peers that can be used for secret communication while exchanging data over a public network. It provides a secure alternative to using certificates or when a centralized authority is not available. 



Real-World Caveats — WPA3

Although WPAS3 security has been
around since 2018, mandatory

support just became a requirement
this year

95% of current client population
does not support

Tactical deployments of WPA3 are
rare but growing
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Enhanced Open

Optional certification for Wi-FI CERTIFIED devices
Separate certification for open networks, not a component of WPA3
Does not require WPA2 or WPAS certification

Enhanced Open = Opportunistic Wireless Encryption (OWE) protocol
No user intervention required & no passwords to enter
Encryption without authentication
No authentication means no unique identity

Enhanced Open mode provides basic protection against snooping, or
eavesdropping over open networks

Requires use of Protected Management Frames (PMF) l‘f“*

Ve

)
>




Real-World Caveats — OWE (Enhanced Open)

Wil not work with legacy clients

OWE support on new clients Is also rare
because It Is optional

Encryption without authentication

However support will most likely be mandated
for the upcoming 6 GHz frequency band
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(59) 20 MHz channels
(29) 40 MHz channels

(14) 80 MHz channels
e (/) 160 MHZz channels

UNII-5

6.425 MHz

1200 MHz of new frequency spectrum

6.525 MHz

UNII-6

UNII-7

6.875 MHz

UNII-8

7.125 MHz

20 MHz

40 MHz

80 MHz

A B

(o))

0 MHz
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Concerns and Future of Wi-Fi Security

Lack of proper implementation
loT Devices - low-hanging fruit

BLE attacks and hacks

44


Presenter
Presentation Notes
Man in the middle attack
Passive eavesdropping for BLE devices using Legacy connection mode
Weak connection process when pairing devices
Device duplication
Bluetooth Data Exfiltration
Bluetooth based threats
BlueBorne
BleedingBit
Carwhisperer



Bluetooth Proliferation

connected
device

©

Nt
audio &
entertainment

smart
buildings

100% 100% 100%

of new phones of new tablets of new laptops

now include Bluetooth

Source: AB| Research

2.18BILLION

annual shipments of Bluetooth® phones, tablets
& PCs by 2024
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Man in the middle attack
Passive eavesdropping for BLE devices using Legacy connection mode
Weak connection process when pairing devices
Device duplication
Bluetooth Data Exfiltration
Bluetooth based threats
BlueBorne
BleedingBit
Carwhisperer



Questions

| TWENTY QUESTIONS ||
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WiIi-Fi 6 for Dummies

Download your free copy today!

WI-Fl 6 http://bit.ly/WiFi6forDummies

dummies
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Presentation Notes
Although this webinar has been about the revolution of Cloud-Driven Networking, a generational paradigm shift is also occurring with Wi-Fi technology…. Wi-Fi 6.  If you want to learn more about Wi-Fi 6,  please download the FREE ‘Wi-Fi 6 for Dummies’ guide for everything you need to know to get ahead of this shift and future-proof your network. 
 
Included in your free guide:

A historical look at past generations of Wi-Fi and efficiency limitations
A deep-dive about OFDMA which is the secret sauce of Wi-Fi 6 that promises authentic multi-user communication 
An overview of other crucial Wi-Fi 6 technologies including BSS Color, TWT, 1024-QAM, and MU-MIMO
Real-world questions about Wi-Fi 6 and deployment considerations for your existing network
An overview of the industry’s first family of Wi-Fi 6 access points – from Extreme Networks


http://bit.ly/WiFi6forDummies
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